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REMARKS 

All rights are reserved to the original claimed subject matter. The claims have 
been amended to reduce the filing fees and to restate the inventive subject matter in 
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Facsimile: (703) 683-1080 



Date: January 30, 2002 

S:\Producer\jek\MODL - MODL3002\preliminary amendment. wpd 



-2- 



:ii C!lf ; : •.,,f.,: 

23364 

PATENT TRADEMARK OFFICE 

International Application No. PCT/EP00/07123 _ in/0 3Ql6> 

Attorney Docket: MODL3002 1 * t. n I(vM or* 

X03Rer;riPGT/?TO 30 JAW 201 

APPENDIX OF CLAIMS 

1 . A method for biometric authentication of a person, comprising the steps of 

- detecting a person's biometric data and storing the detected biometric 
data as reference data, 

- determining a parameter with reference to the person's individual 
properties influencing the sensory detection of the biometric data, and storing the 
determined parameter to be taken into account in at least one of the following method 
steps, 

- redetecting the person's biometric data, 

- comparing the redetected biometric data for a match with the reference 

data, and 

- authenticating the person if the match reaches a degree above a defined 
threshold value. 

2. A method according to claim 1, characterized in that the determined 
parameter is taken into account in the step of authenticating the person. 

3. A method according to claim 2, characterized in that the defined threshold 
value is dependent on the determined parameter. 

4(Amended). A method according to claim 1, characterized in that the 
determined parameter is taken into account in the step of redetecting the biometric 
data. 

5. A method according to claim 4, characterized in that the determined 
parameter is used for adjusting a sensor system for redetecting the biometric data. 



6(Amended). A method according to claim 1, characterized in that the person 
is granted limited possibilities of activity depending on the determined parameter. 
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7(Amended). A method according to claim 1 , characterized in that the person 
is granted limited possibilities of activity depending on the degree of the match between 
the redetected biometric data and the stored reference data. 

8(Amended). A method according to claim 1, characterized by the additional 
step of adapting a sensor system for redetecting the biometric data to the 
environmental conditions prevailing at the time of redetection. 

9. A method according to claim 7, characterized in that the environmental 
conditions prevailing during detection of the biometric data as reference data are stored 
and taken into account when the sensor system is adapted upon redetection of the 
biometric data to the environmental conditions prevailing at the time of redetection. 

1 0. An apparatus comprising a first memory area with a persons biometric data 
as reference data and a second memory area with a parameter determined with 
reference to the person's individual properties influencing the sensory detection of the 
biometric data. 

1 1. An apparatus according to claim 10, characterized in that the apparatus is 
a data carrier, in particular a smart card. 

12(Amended). An apparatus according to claim 10, comprising a third memory 
area with information on the environmental conditions prevailing during detection of the 
biometric data contained in the first memory area. 

13(Amended). A system comprising 

- an apparatus according to claim 10, 

- a first device for detecting a person's biometric data, and 

- a second device for comparing the reference data stored in the first 
memory area of the apparatus for a match with the person's detected biometric data 

2 
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and authenticating the person if the match reaches a degree above a defined threshold 
value, at least one of the devices being coupled with the parameter stored in the 
second memory area of the apparatus. 

14. A system according to claim 13, characterized in that the second memory 
area of the apparatus with the determined parameter and the device for authenticating 
the person are coupled by the defined threshold value depending on the determined 
parameter. 

1 5(Amended). A system according to claim 1 3, characterized in that the second 
memory area with the determined parameter and the device for detecting the person's 
biometric data are coupled by the determined parameter being taken into account 
during adjustment of a sensor system for detecting the biometric data. 

1 6(Amended). A system according to claim 1 3, characterized in that the system 
contains an activity filter which is variable in dependence on the determined parameter. 

1 7(Amended). A system according to claim 1 3, characterized in that the system 
contains an activity filter which is variable in dependence on the degree of the match 
between the redetected biometric data and the stored reference data. 

18(Amended). A system according to claim 13 insofar as dependent on claim 
12, characterized in that the device for detecting the person's biometric data includes 
a sensor system which is variably adjustable to the environmental conditions prevailing 
during detection of the person's biometric data depending on the information stored in 
the third memory area of the apparatus. 
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APPENDIX OF MARKED UP VERSION OF CLAIMS 

4(Amended). A method according to [any of claims 1 to 3] claim 1 , characterized 
in that the determined parameter is taken into account in the step of redetecting the 
biometric data. 

6(Amended). A method according to [any of claims 1 to 5] claim 1 , characterized 
in that the person is granted limited possibilities of activity depending on the determined 
parameter. 

7(Amended). A method according to [any of claims 1 to 6] claim 1 , characterized 
in that the person is granted limited possibilities of activity depending on the degree of 
the match between the redetected biometric data and the stored reference data. 

8(Amended). A method according to [any of claims 1 to 7] claim 1 , characterized 
by the additional step of adapting a sensor system for redetecting the biometric data to 
the environmental conditions prevailing at the time of redetection. 

12(Amended). An apparatus according to claim 10 [or 11], comprising a third 
memory area with information on the environmental conditions prevailing during 
detection of the biometric data contained in the first memory area. 

13(Amended). A system comprising 

- an apparatus according to [any of claims 10 to 12] claim 10 , 

- a first device for detecting a person's biometric data, and 

- a second device for comparing the reference data stored in the first 
memory area of the apparatus for a match with the person's detected biometric data 
and authenticating the person if the match reaches a degree above a defined threshold 
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value, at least one of the devices being coupled with the parameter stored in the 
second memory area of the apparatus. 

15(Amended). A system according to claim 13 [or 14], characterized in that the 
second memory area with the determined parameter and the device for detecting the 
person's biometric data are coupled by the determined parameter being taken into 
account during adjustment of a sensor system for detecting the biometric data. 

16(Amended). A system according to [any of claims 13 to 15] claim 13, 
characterized in that the system contains an activity filter which is variable in 
dependence on the determined parameter. 

17(Amended). A system according to [any of claims 13 to 16] claim 13 , 
characterized in that the system contains an activity filter which is variable in 
dependence on the degree of the match between the redetected biometric data and the 
stored reference data. 

1 8(Amended). A system according to [any of claims 1 3 to 1 7] claim 13 insofar 
as dependent on claim 12, characterized in that the device for detecting the person's 
biometric data includes a sensor system which is variably adjustable to the 
environmental conditions prevailing during detection of the person's biometric data 
depending on the information stored in the third memory area of the apparatus. 
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Method, apparatus and system for biometnc authentication of a person 



The present invention relates in general to authentication ot a person by detecting 
individual biometnc features of said person and comparing them with corresponding, 
previously stored biometric features of the same person. In particular, the invention 
relates to a method for biometric authentication of a person, an apparatus used in this 
connection - for example a data carrier such as a smart card, etc. - and a system com- 
prising such an apparatus and devices for detecting and comparing the biometric fea- 
tures. 

For biometric authentication, a person's biometric features, for example a finger- 
print, are checked by detecting the biometric feature and comparing it for sufficient 
similarity with a previously stored biometric feature. Positive comparison grants said 
person access to data, admission to rooms and similar measures protected from unau- 
thorized access. The biometric features stored as reference data can be stored in any 
apparatus, for example a fingerprint door opener, or be portable by being stored in a 
smart card such as a money card, credit card, ID card and the like. 

Biometric data can usually not be determined in precisely reproducible fashion, 
so that a match of stored reference data with currently measured comparative data is 
virtually impossible. For this reason the result of comparison is fixed as already posi- 
tive if the match of the compared data exceeds a general threshold value, for example 
if only a 50 percent match is ascertained. 

A disadvantage here is that the detection quality of biometric features varies from 
person to person. For example, the measuring result of a fingerprint is worse in the 
case of dry skin or very moist skin. Therefore, the threshold value is usually set alto- 
gether very low in order to be permit reliable authentication of all persons. However, a 
low threshold value simultaneously means a low security standard for access-protected 
facilities. 

The problem of the present invention is therefore to provide a method, apparatus 
and system for more reliable biometric authentication. 

This problem is solved according to the invention by the features of the inde- 
pendent claims. Advantageous embodiments of the invention are stated in the sub- 
claims. 
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WO 95/26013 Al discloses a system for biometric authentication wherein not 
only a specific biometric feature is stored and evaluated but also a non-specific bio- 
metric feature. During evaluation it is first checked whether the specific biometric fea- 
ture of a person to be authenticated matches the stored specific biometric feature. After 
a successful check the non-specific biometric feature is also checked. The check of the 
non-specific biometric feature is supposed to ensure that the person being checked is 
actually present in person at the check. 

DE 196 48 767 Al discloses a smart card having a sensor for detecting finger- 
prints. In addition, the smart card contains memories in which the features of a finger- 
print detected by the sensor are stored for a later check upon the first use of the card. 
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The invention is based on the finding that authentication can be made more reli- 
able altogether if the authentication process takes account of a parameter unique to 
each person which is determined with reference to this person's individual feature 
quality. For the biometric feature "fingerprint," for example, skin moisture is a quality 
factor. Tf the person in question has skin which is comparatively neither especially dry 
nor especially moist, the parameter for the individual feature quality is fixed at over 
100 percent of a standard value, and in the case of especially moist or especially dry 
skin at a value under 1 00 percent of the standard value. 

This increased or reduced individual parameter as an absolute deviation from the 
standard value can then be taken as a measure of the lowering of the individual thresh- 
old value over a standard threshold value. The standard threshold value can be fixed 
comparatively high, for example at 80 percent instead of the abovementioned 50 per- 
cent. The individual threshold value is then in the range of 50 percent to 80 percent 
depending on the individual feature quality. This accordingly impedes imitation of the 
biometric feature, thereby likewise increasing the security of the system. 

Alternatively, the parameter for the individual feature quality, once determined, 
can be used to adjust the sensor system of a measuring instrument used for redetecting 
the biometric feature for the purpose of authentication. With capacitive measurement 
of the fingerprint, the quantity of electricity is increased over the standard setting in 
the case of suitable skin and accordingly reduced with less suitable skin. 

Accordingly, it can be expedient to determine separate parameters for different 
properties influencing a certain person's feature quality, said parameters either being 
taken into account individually for adjusting the sensor system of a measuring instru- 
ment or entering a threshold value individual for this person. A combination of these 
two measures is also possible. 

The inventive method works as follows. First, a person's biometric data, for ex- 
ample a fingerprint, are detected and stored as reference data. The data can be stored 
for example in a first memory area of a data carrier, for example smart card. Said ref- 
erence data are usually detected in a secure environment and under the instruction of 
experienced technical personnel. During this phase of reference data detection, user- 
unique information on the quality of the biometric feature is additionally determined 
and stored in a second memory area. The user-unique information can be for example 
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the moisture of the skin or a similar individual property of the person in question rele- 
vant to the biometric feature. This information about the individual feature quality 
serves as a parameter in the following verification phase. 

In the verification phase, the same biometric feature of the person in question is 
redetected and converted into biometric data which are compared with the biometric 
feature stored as reference data in the first memory area. This comparison leads to a 
match of regularly under 100 percent. Whether this match suffices for authentication 
depends on whether a predetermined threshold value is exceeded, said value in turn 
depending on the parameter stored in the second memory area. If the person in ques- 
tion has average skin moisture, for example, the stored parameter has a value of 
100 percent. The threshold value is accordingly adjusted to the highest average thresh- 
old value. The average threshold value can be adjusted for example to an 80 percent 
match, so that in the present case authentication only takes place if the match is at least 
80 percent. With especially suitable or especially unsuitable skin, the parameter would 
be for example 120 percent or 80 percent and the associated threshold value accord- 
ingly lower, so that authentication already takes place at a 64 percent match, for exam- 
ple . 

The parameter can be used alternatively or additionally to adapt the sensor sys- 
tem for redetecting the biometric data in the verification phase to the person's individ- 
ual feature quality. As mentioned at the outset, the quantity of electricity of a capaci- 
tive fingerprint sensor would be increased (e.g. by 16 percent) over the standard set- 
ting according to the parameter (e.g. 120 percent) in the case of suitable skin, and ac- 
cordingly reduced (e.g. to 64 percent) in the case of less suitable skin (parameter 80 
percent). 

In a further embodiment of the invention it is provided that the possibilities of ac- 
tivity granted the person after successful authentication are limited ("activity filter"), 
e.g. it can be provided that a maximum amount is stipulated for financial transactions. 
The limitation is performed either if this person's individual feature quality is bad by 
nature, i.e. the stored parameter deviates from the standard value, or if the individual 
feature quality is basically good but the comparison between the stored reference data 
and the currently detected biometric data is only slightly above the associated, individ- 



ual threshold value. In both cases there is a comparatively great danger that the rede- 
tected biometric data were manipulated. 

A further advantageous embodiment of the invention provides that the sensor 
system for redetecting the biometric data during the verification phase is adapted in 
such a way that roughly the same measuring results are always achieved independently 
of the particular environmental conditions. For example, the quantity of electricity can 
be adjusted in dependence on the humidity in the case of capacitive fingerprint sen- 
sors. Environmental influences vary constantly in different places (e.g. bank branches) 
and at different times of the day or year. The above-described measure can therefore 
make authentication more reliable in the end. Other environmental influences are for 
example the lighting conditions, temperature, etc. Such influences can be taken into 
account by adjusting a camera with respect to film speed, for example, or electrically 
heating a capacitive sensor chip for detecting the fingerprint. It is especially advanta- 
geous if the sensor system is adapted to the environmental conditions prevailing in the 
phase of reference data detection. For this purpose the environmental conditions pre- 
vailing during reference data detection are stored in a third memory area so that they 
are available together with the individual parameters and reference data. 
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1. A method for biometric authentication of a person, comprising the steps of 

- detecting a person's biometric data and storing the detected biometric data as 
reference data, 

- determining a parameter with reference to the person's individual properties in- 
fluencing the sensory detection of the biometric data, and storing the deter- 
mined parameter to be taken into account in at least one of the following 
method steps, 

- redetecting the person's biometric data, 

- comparing the redetected biometric data for a match with the reference data, 
and 

- authenticating the person if the match reaches a degree above a defined thresh- 
old value. 

2. A method according to claim I, characterized in that the determined parameter is 
taken into account in the step of authenticating the person. 

3. A method according to claim 2, characterized in that the defined threshold value 
is dependent on the determined parameter. 

4. A method according to any of claims 1 to 3, characterized in that the determined 
parameter is taken into account in the step of redetecting the biometric data. 

5. A method according to claim 4, characterized in that the determined parameter is 
used for adjusting a sensor system for redetecting the biometric data. 

6. A method according to any of claims 1 to 5, characterized in that the person is 
granted limited possibilities of activity depending on the determined parameter. 

7. A method according to any of claims I to 6, characterized in that the person is 
granted limited possibilities of activity depending on the degree of the match be- 
tween the redetected biometric data and the stored reference data. 

8. A method according to any of claims 1 to 7, characterized by the additional step 
of adapting a sensor system for redetecting the biometric data to the environ- 
mental conditions prevailing at the time of rede tec ti on. 

9. A method according to claim 7, characterized in that the environmental condi- 
tions prevailing during detection of the biometric data as reference data are 
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stored and taken into account when the sensor system is adapted upon redetection 
of the biometric data to the environmental conditions prevailing at the time of re- 
detection. 

10. An apparatus comprising a first memory area with a person's biometric data as 
reference data and a second memory area with a parameter determined with ref- 
erence to the person's individual properties influencing the sensory detection of 
the biometric data. 

1 1. An apparatus according to claim 10, characterized in that the apparatus is a data 
carrier, in particular a smart card. 

12. An apparatus according to claim 10 or 1 1, comprising a third memory area with 
information on the environmental conditions prevailing during detection of the 
biometric data contained in the first memory area. 

13. A system comprising 

- an apparatus according to any of claims TO to 12, 

- a first device for detecting a person's biometric data, and 

- a second device for comparing the reference data stored in the first memory 
area of the apparatus for a match with the person's detected biometric data and 
authenticating the person if the match reaches a degree above a defined thresh- 
old value, 

at least one of the devices being coupled with the parameter stored in the second 
memory area of the apparatus. 

14. A system according to claim 13, characterized in that the second memory area of 
the apparatus with the determined parameter and the device for authenticating the 
person are coupled by the defined threshold value depending on the determined 
parameter. 

15. A system according to claim 13 or 14, characterized in that the second memory 
area with the determined parameter and the device for detecting the person's 
biometric data are coupled by the determined parameter being taken into account 
during adjustment of a sensor system for detecting the biometric data. 

16. A system according to any of claims 13 to 15, characterized in that the system 
contains an activity filter which is variable in dependence on the determined pa- 
rameter. 
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17. A system according to any of claims 13 to 16, characterized in that the system 
contains an activity filter which is variable in dependence on the degree of the 
match between the redetected biometric data and the stored reference data. 

18. A system according to any of claims 13 to 17 insofar as dependent on claim 12, 
characterized in that the device for detecting the person's biometric data includes 
a sensor system which is variably adjustable to the environmental conditions pre- 
vailing during detection of the person's biometric data depending on the informa- 
tion stored in the third memory area of the apparatus. 
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Abstract 

A method, apparatus and system for biometric authentication of a person are pro- 
posed. Since the detection of biometric data never matches 100 percent, authentication 
is already effected when the detected data exceed a defined threshold value in com- 
parison to stored reference data. In order to increase security, the invention provides 
that information about the person's individual properties influencing the biometric data 
is stored and taken into account in the authentication process. For example, the thresh- 
old value is set low upon comparison of a fingerprint only if the person has exception- 
ally dry or moist skin. On the other hand, the sensor for detecting the biometric data of 
the fingerprint can also be set to be more sensitive or less sensitive depending on the 
stored information. 
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the specification of which (check one): 

□ is attached hereto, or H was filed on: 25 July 2000 / as U.S Application Number or PCT International 

Application Number- (PCT/EP00/07123) 10/030,163 ^ and (if applicable) was amended on. 

I hereby state that I have reviewed and understand the contents of the above-identified specification, including the claims, as amended by any 
arnendment(s) referred to above. I acknowledge the duty to disclose information which is material to patentability as defined in Title 37, Code 
of Federal Regulations. §1 56. I hereby claim foreign priority benefits under Title 35, United States Code §119 of any foreign application(s) for 
patent or inventor's certificate listed below and have also identified below any foreign application for patent or inventor's certificate having a 
filine date before that of the application on which priority is cl aimed. 



Prior Foreign Applicatiqn(s) 



Priority Claimed 



Number 



Country 



Day/Month/Year Filed 



Yes 



No 



199 36 097.9 



^Germany 



30 July 1999^ X 



Q Additional Priority Application(s) Listed on Following Page(s) 



1 HEREBY CLAIM THE BENEFIT UNDER TITLE 35 U.S. CODE §1 19(E) OF ANY U.S. PROVISIONAL APPLICATIONS LISTED BELOW. 


Application Number 


Day/Month/Year Filed 











u Additional Provisional Application^; li^lcu un runuwing l a. B ^ y oj 
1 hereby claim the benefit under Title 35, United States Code, §120 of any United States application(s) or PCT international 
application(s) designating The United States of America listed below and, insofar as the subject matter of each of the claims of this application is 
not disclosed in that/those prior application(s) in the manner provided by the first paragraph of Title 35, United States Code §112 I acknowledge 
the duty to disclose information which is material to patentability as defined in Title 37, Code of Federal Regulations, §1 56 which became 
ava ilable between the filing date of the prior application(s) and the nation al or PCT international filing date of this application: 



Application Number 



Filing Date 



Status - Patented, Pending or 
Abandoned 



6 



□ Additional US/PCT Priority Apphcation(s) listed on Following Page(s) 
1 hereby declare that all statements made herein of my own knowledge are true and that all statements made on information and belief 
are believed to be true; and further that these statements were made with the knowledge that willful false statements and the like so made are 
punishable by fine or imprisonment, or both, under section 1001 of title 18 of the United States Code and that such willful false statements may 
jeopardize the validity of the application or any patent issued thereon. 

POWER OF ATTORNEY- I (We) hereby appoint as my (our) attorneys, with full powers of substitution and revocation, to prosecute 
this application and transact all business in the Patent and Trademark Office connected therewith: J. Ernest Kenney, Reg. No^ 19 17fr Eugene 
-—War, Reg. No 25.893 . Richard E. Fichter, Reg. No 26,382 ; Thomas J. Moore, Reg. No 28,974; Joseph DeBenedictis, Reg. No. 28,502; 
Benjamin E. Urcia, Ret*. No. 33.805 ; and 

I(we) authorize my(our) attorneys to accept and follow instructions from Klnnker. Schmitt-Nilsoiu Hirsch regarding any matter related 

to the preparation, examination, grant and maintenance of this application, any continuation, continuation-in-part or divisional based thereon, and 
any patent resulting therefrom, until I(we) or my(our) assigns withdraw this authorization in writing. 



Send correspondence to 




BACON & THOMAS, PLLC 

625 Slaters Lane - 4 th Floor 
Alexandria, VA 22314^17% 



Telephone Calls to. J. Ernest Kenney 
(7031 68.1-0500 



Full Name of First or Sole Inventor 
AlbejUfrTOm, 


Citizenship 

Germany 


Residence Address 

Walter-Kollo-Strasse 21, D-86368 Gersthofer^ Germany 


Post Office address is the same as Residence Address unless 
^otherwise shown below 




^Sksimature ( f&^t [ U5dl 



13 See following page(s) for additional joint inventors. 
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Prior Foreign Application(s) (35 USC §119) 


Priority Claimed 


Number 


Country 


Day/Month/Year Filed 


Yes 


No 























Prior Provisional Applications 35 U.S. Code §1 19(e) 


Application Number 


Day/Month/Year Filed 











Prior U.S. or PCT International Applications (35 U.S. Code §120) 


Application Number 


Filing Date 


Status - Patented, Pending or Abandoned 

















Full Name of Joint Inventor 
^ Elrnnr STEP HAN 


Citizenship 

Germany 


Residence Address 

Danklstrassc 13, D-81371 Munchen, Germany tZ^X 


Post Office Address is the same as Residence Address unless otherwise 
shown below 


-7" 


K 22 k^cL roo^ 


Signature / , S~*. / 



Full Name of Joint Inventor 

Robert MULLER. 


Citizenship 

Germany «•"***" 


Residence Address 

Hansjakobstrasse 80, D-81673 Munchen, Germany J^€~X 


Post Office address is the same as Residence Address unless otherwise 
shown below 








Full Name of Joint Inventor 


Citizenship 


residence Address 


Post Office Address is the same as Residence Address unless otherwise 
shown below 


Date 


Signature 




Full Name of Joint Inventor 


Citizenship ! 


Residence Address 


Post Office Address is the same as Residence Address unless otherwise 
shown below 


Date 


Signature 



□ See following pages for additional joint inventors/priority applications. 
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